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also aims to illustrate that this AES a
applied with small resources. i
conducted with an experimental
carried out the implementation p
hardware and xampp software (php,
algorithm is tested by PHP program
web server with text data. The results 0
the AES algorithm can run well with a ha
like raspberry mini pc with a very fast
process, speed in the process and a lot of text data.

AES algorithm can be widely adopted for varlous

applications from raspberry Pl mini pc com ter ith
strong practicality in informat se nd
reliability.

Index Terms—Algorithm AES, Enc
Rasberry Pi

l. INTRODUCTION

Nowadays, with the development of information
technology makes information needs even greater.
With these requirements, various devices such as
computers, cellphones, and many other devices are
used to produce, store and transmit information [1],
[2]. As a result of this increase, making the security of
information becomes very important for information
privacy. Information privacy is sometimes closer to
data privacy or data protection which is the
relationship between collecting and distributing data
around it [3]. Thus to protect this information from
unauthorized users to access the data security process
is needed. One solution offered is to encrypt their
confidential data Encryption is a process of
converting plain text messages (messages that can be
understood by humans) into a cipher text message (a
random message that cannot be understood by
humans) and decryption is the process of changing
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messages cipher text becomes plain text [4].
e many encryption methods that have been
or example RSA, Blowfish, Rijndael, DES,
C4, etc. [1]. Each has its own way of
messages. The rapid development of
and software provides a speed that allows
s to encode messages in an increasingly

ypting that information. The National Institute of
Standards and Technology (NIST) was developed in
2001 by Joan Daemen and Vincent Rijmen, an
i alled Rijdael to publish the Advance
tandard (AES) as an encryption standard

algorithm is an algorithm that provides

and process speed to encrypt data.
Encrypting data blocks of 128 bits into 10, 12 and 14
rounds depends on the size of the key size used and
has been carefully tested in many security applications
[71, [8]. AES was built with the intention of securing
government in various fields. The AES algorithm is
designed to use a minimum cipher block from 128bit
input blocks and supports 3-key-sizes, namely 128bit,
192bit, and 256bit key [8]. In this study will analyze
the process of performance of the AES algorithm in a
raspberry Pl display. Where raspberry Pl is a small pc
device with limited capacity, so it can help
workmanship or processors the things needed from the
user with the desired data.

Il.  LITERATURE REVIEW

A. Encryption and Description

Encryption is a technology that is used to protect
sensitive data by using a combination of private or
public keys that can hide sensitive user data and
activity from ciphertext [7]. While the decrypt is the
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process of returning the confidential data to its
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data security and process speed to
Encrypting data blocks of 128 bits i
rounds depends on the size of the
has been carefully tested in
applications [7], [8]. The AES algo
to use a minimum cipher block fro
blocks and supports 3-key-sizes, na
192bit, and 256bit key [8].

The encryption process in the AES algor
consists of 4 types of bytes transformation, namely
SubBytes, ShiftRows, Mi
AddRoundKey. In the first stage
process, the input that has been ¢
will undergo a byte transformati
Furthermore, the state will
SubBytes, ShiftRows, MixColumns, and
AddRoundKey transformations as much as Nr. This
process that occurs in the AES algorithm is called a
round function [10].
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Fig 1. Diagram Alir Proses Enkripsi AES
The AES algorithm uses a surround function
consisting of  four  different  byte-oriented
transformations. For encryption purposes, four rounds
consist of [1]:

1. Substitute byte
2. Shift row
3. Mix columns
4. Add round key
While the decryption process itself is a reverse
process of the encryption process consisting of [1]:
1. Inverse shift row
2. Inverse substitute byte
3. Add round key
4. Inverse mix columns

C. Raspberry PI board

The Raspberry Pi is a mini-computer device the
size of a credit card. The Raspberry Pi has a Broadcom
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BCM2835 chip (SoC) system, which includes the
ARM1176JZF-S 700 MHz processor (firmware
includes a number of "Turbo” modes so users can try
overclocking, up to 1 GHz, without affecting the
warranty), GPU VideoCore IV, and originally shipped
with 256 megabytes of RAM, then upgrading to
512MB which until now has grown even more rapidly.
This allows this device to be used as an educational
tool for people of all ages and skill levels. The interest
in the Raspberry Pi device is extraordinary and has far
exceeded expectations. Professional. IT, electronic
experts and newcomers are all eager to 'put' their
hands on this small device and everyone agrees, this
device will become big and growing [11].

I1l.  METHODOLOGY

In this study, the experimental approach was
carried out, where the implementation was carried out
and carried out testing directly on mini pc hardware
namely raspberry Pl and xampp software.
initial encryption process that occurs i
algorithm, among others:

in the state will
substitution table (SBox).
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Fig 2. Rijndael S-boxes™ <

Transformation shiftrows is basically a process of
shifting bits where the leftmost bit will be moved to
the rightmost bit (bit rotation). This transformation is
applied to line 2, row 3 and row 4. Line 2 will
experience a bit shift once, while row 3 and row 4
each experience bit shifts twice and three times.
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Fig 3. Transformasi ShiftRows
MixColumns operates each element in a column in the
state.
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Fig 4. MixColumn Transformation

AddRoundKey, In the process of AES encryption and
decryption the AddRoundKey process is the same, a
round key is added to the state with the XOR
operation. Each round key consists of Nb word where
each word will be summed with the word or

corresponding column of the state.

cb| £8/06
19 d3 26
9a 7aldc

Round key
Fig 5. Add Round Key.

IV. ANALYSYS AND RESULTS

In analyzing the analysis process using raspberry

Pl type B using PHP programming and Apache

webserver. The process of analyzing the performance

AES algorithm prepares 6 files that contain

s with different sizes and contents, then the
0 duct experimental experiments based on
ple iteria in crypto analysis according to

Kaisar Siregar [12], which has 3 criteria: time,

memory and data. Data to be used as input are 6 files

with details as follows:

1. Data 1 is an 8 kb file containing a combination of
uppercase (capital) and lowercase of 8,000
alphabet.

2. Data 2 is a 16 kb file containing a combination of
uppercase (capital) and lowercase of 16,000
alphabet.

3. Data 3 is a 24 kb file containing a combination of
uppercase (capital) and lowercase of 24,000
alphabet.

2. Data 4 is a 32 kb file containing a combination of
uppercase (capital) and lowercase of 32,000
alphabet.

3. Data 5 is a 40 kb file containing a combination of
uppercase (capital) and lowercase of 40,000
alphabet.

4. Data 6 is a file size of 47 kb containing a
combination of uppercase (capital) and lowercase
of 48,000 alphabet.
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In implementation use data 1 as input into the AES
algorithm to see how much speed and memory are
used by each algorithm in encrypting data 1, data 2,
data 3, data 4, data 5 and data 6. This aims to see how
fast and how much each algorithm encrypts a message
to determine the performance of each algorithm in
encrypting a message. the implementation process can
be as follows :

a. The experimental results use the AES algorithm in
the datal
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C.The experimental results use the AES
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E. The experimental results use the AES algorithm in
the datab

g.

@D ccabost

€« c

# Aces () B4HAN M DAL

Plan Tem

0 VU DGR Tpoxa OISR N GFrpR VeV aQER PPt oGP ML meC bopq Wi ADUIOMNTLVAC
Encrypeed sineg
738 M eS
wakteary - 9001
Mersory digmmdon
Pesan yatg divgs 40000 huwed

The experimental results use the AES algorithm in the
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To make it easier to see the data the author will
present the data above into the following table:

Table 1. Experment Result
Speed (seconds) Using memory

(byte)
0,001105 404.456
0,001657 469.992
0,001526 535.528
0,001840 601.064
0,001778 666.416
0,001805 731.952
0,001619 568.235

From the results of the implementation process and

based on the results of the experiments conducted it

concluded that

ertext from the same letter in the plaintext

r a different letter output, for example in
he image the results of point k above above in the

plaintext we can see the letter "G" in the order of 9
and 11 produce 2 different letters on the
ciphertext-output where the 9th "G" in the
plaintext produces "1" and "G" in the 11th
plaintext produces "9" in the 11th ciphertext, it
shows us that even though the message (plaintext)
has the same letter but not necessarily produce the
same output, making it difficult for us to guess a
message just by knowing the output (ciphertext)
only without knowing the message key.

2. The time needed by the AES algorithm in
encrypting a data tends to be more erratic on the
magnitude of the data (messages) that are
processed because in some of the above
experimental results we can see that there are
some data that process more messages but are
faster than messages that fewer in number.

Memory usage in the AES algorithm is directly
proportional to the number of messages tested where
the memory needed will be greater along with the size
of the message being tested.
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V. CONCLUSION

This study resulted that the AES algorithm can be
suitably implemented on raspberry Pl one onther mini
pc devices. This implementation process can be with
high speed applications in real time. This process is
carried out on the Ciphertext of the same letter in the
plaintext resulting in different letters output, it shows
us that even though the message (plaintext) has the
same letter but does not necessarily produce the same
output making it difficult for us to guess a message
just by knowing the output (ciphertext) alone without
knowing the message key. In this process, too, the
time needed for the AES algorithm to encrypt data
tends to be more erratic about the size of the data
(messages) that are processed because in some of the
experimental results we can see that there are more
data processing messages but faster than with fewer
messages. Memory usage in the AES algorithm is
directly proportional to the number of messages tested
where the memory needed will be greater along with
the size of the message being tested. So
algorithm can be widely adopted
applications from mini pc computers rasphb
strong practicality in informatiof
reliability
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