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Abstract—Data is an important thing as a base of an
analytic or a hypothesis for concluding participant vote
data in the Indonesian General Election. The data needs
to be processed and secured, so the integrity of the data
is in good condition. It also needs to protect the
participant voting rights, so the information is correctly
displayed. The research problems include creating a
system that protects the integrity of election data and
creating a system that protects election rights for each
voter. Based on the problems, this research discusses a
blockchain-based electronic voting information system
that would secure the integrity of data and also
protecting the participant voting rights in a General
Election. The system uses Ethereum as a blockchain
with Solidity as a programming language to build a
smart contract and is built in Microsoft Windows
platform. In this research, consortium blockchain and
biometric fingerprint authentication are used as a
problem-solving method, and waterfall steps are used as
a system development method. The result of this
research is a proposed design of the e-voting system. The
conclusion based on this research is a blockchain-based
e-voting system that secures the integrity of the data in a
selection process and ensures protection to each
vote right.

Index Terms—authentication; blockchain; data;
e-voting; integrity; system
I.  BACKGROUND

Data is a beginning form of an event, activity, or
object that has been recorded in large scale volume
[1]. For example, a vote data from each participant.
According to Komisi Pemilihan Umum (KPU) in
2019, voting is a method in General Election [2].
Voting is a method to make a decision in public,
politic, or a social scope from a group or some of the
individuals [3]. The integrity of the result is an
essential principle in the voting process [4].

Kompas news reported an event during the General
Election that several ballots were already stabbed in
voting field number 42 at Gowa, North Sulawesi [5].
As stated before, the data integrity is an important
thing in terms of keeping the originality or changes of
data. The result of the General Election will be wrong
if the integrity of a vote data is broken or not
according to the origin. The conventional voting

process leads to a broken vote paper, or human error
where individual does not stab or point properly when
choosing the candidate. All of these issues can be
resolved by using electronic voting (e-voting) [6].

Implementing an e-voting system has some of the
side effects in the range of outsider attackers, that can
be from another country [7]. As an example, Estonian
e-voting system which has a centralized database
system, has a vulnerability in denial of services attack
(DoS) [8]. This attack would change the integrity of
the data that is being processed during the voting and
data loss would potentially occur[8]. Centralized
systems have been considered as a problem, and with
blockchain technology, the problem can be resolved

[9].

Blockchain is a public ledger or transaction notes
that are copied to all connected computers in the
global network [10]. After the data is committed and
verified in the blockchain, it cannot be reversed [11].
Using blockchain technology helps to secure the
integrity of the data [12].

The research problems based on the previous
situation are to create a system that’s covering each
individual voting rights and to keep the data integrity
when being processed and stored. Based on the
problems, the objectives of the research are to design
an e-voting information system with voter’s
authentication that is integrated with static voters list
database or Daftar Pemilih Tetap (DPT) in Indonesia
and to design blockchain-based e-voting information
system as data storage for General Election. The DPT
server is simulated in the local environment database
as a separate device, and the e-voting system will be
built in Windows desktop platform. Ethereum will be
used as the blockchain platform.

1. LITERATURE REVIEW

Electronic Voting is a way to collect and process
votes digitally using electronic device [13]. When
running the electronic voting, some entities need to
work together as a principle of the system [14]. When
we plan into the development of a system, the
waterfall system development method can be used and
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viewed as a linear or sequential approach [15]. Here,
the system platform i.e. the hardware, operating
system and the environment must be determined, so
the software that is developed can be installed and run
in this platform [16]. The e-voting system needs to
authenticate the eligibility of the individual that’s
casting a vote, comparing the data against the DPT
database. This is a process to ensure individual that
claims a resource is the correct person [17].

One of the methods in an authentication process is
using biometric authentication, by using the
uniqueness factor of each individual [18]. Fingerprint,
which is located on the epidermis layer of human skin
is structured with a unique pattern to each finger that
can be identified as a uniqueness factor so it can be
used as an authentication method [19]. One of the
principles of the e-voting system is the end to end
verifiable. This is a process to identify whether the
voter has done the voting or not without revealing
his/her identity [20].

To prevent an unauthorized entity accessing the
content of the data, Advanced Encryption Standard
should be implemented in the system with the
symmetric key system that helps to reduce operation
time during encrypting and decrypting processes with
the fast-paced system [21]. To prevent data alteration
from an unauthorized entity, the system should be
built with blockchain technology, because the data is
saved within a block, that has a timestamp, and the
integrity is stated as a hash in a form of hexadecimal
string from the previous block, and so on [22]. Due to
the nature of blockchain decentralized networks, all
data are replicated across all computers that are
connected to each other or across all computers that
implement peer to peer networks in a blockchain
protocol. As a result, it would be extremely difficult
for the attacker to tamper the data [23].

Ethereum is one of the blockchain platforms with
a decentralized nature and has a smart contract
capability with a high success rate [24]. A smart
contract is like an electronic treaty, the contract is
generated in a programming language to run a set of
agreed rules that are stored in a decentralized manner
to write or retrieve data inside the blockchain. To
control the blockchain networks and data writing
consensus to a network, the consortium blockchain
method in developing the architecture of the
blockchain is needed, so the selected device is needed
to have permission to read and write the data in the
blockchain network with a private system model [20].
One of the implementations of ethereum blockchain
inside a computer client is geth, a tool that helps in
managing the consensus write, node network
authorization, and commanding the smart contract data
from the JSON Remote Control Procedure protocol
API (RPC) [25].

To build a new system based on the existing one, a
general flow of an existing system is needed to be
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represented as a standard format in Business Process
Diagram, that helps to visualize the activity [26]. As
the existing system is visualized in a general process,
modeling to the new system is needed by visualizing
the system as an object that is participating in forms of
Unified Modeling Language Diagrams (UML) [27].

The Existing system is based on a centralized
architecture that has many risks in failure of services
that threatens the integrity of the data, but the problem
can be resolved by using the blockchain system i.e.
decentralized peer to peer network. So when one
computer fails, the availability of the data isn’t absent
in the system, as it will be retrieved from another
available computer in the network. This will also
prevents data manipulation [28]. In the case of using
biometric authentication in the system, it increases the
security inside the authentication process that is
invoked by the user of the system [19]. Implementing
the e-voting system based in an election makes the
collecting and counting faster and increasing the
participation of the voters to use their right [6]. When
a system is going to be built, using the waterfall
method will ensure each phase is completed properly,
preventing a mistake in the next phase process, as such
it will produce a robust and stable system [29].

I1l. RESEARCH METHODOLOGY

The object of this research is to explore the
blockchain-based e-voting information system. The
system will use a blockchain as a General Election
data store, and use the authentication to the voters to
prevent ineligible voters to cast a vote. The literature
study is used to evaluating the existing e-voting
system, and the General Election or Pemilu voting
process in the year 2019. The candidates data are
collected by using convenient sampling method from
the official android application “KPU RI PEMILU
2019”. The candidates that are participating in the
general election according to the Undang-Undang No
7 Tahun 2017 are political party with DPR, Province
DPRD, City or regional DPRD, individual DPD, and
the president and the vice president of Indonesia.

A. Problem Solving Method
A.1 Consortium Blockchain

The Consortium Blockchain is used as a problem-
solving method in developing a blockchain-based
system architecture. The advantage of consortium
blockchain over the public blockchain in terms of
nodes control in development and the verified node
preventing malicious node or unauthorized device
entering the network with a structured attack scenario
[30]. Besides, according to terms of regulation in
Indonesia, KPU is the organization that executes the
General Election, so the consortium blockchain is
most suitable for this situation. For the authentication
of the system, the biometric authentication method
will be applied because of the individual physical
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uniqueness [18]. The biometric data type that will be
used in the proposed system is fingerprint because it
can give a convenient factor to the users. After all, the
biometric fingerprint authentication itself can be
found in much wide variety of modern
common smartphones [18].

A.2 System Development Method

The system development method that will be used
to build the proposed system is the waterfall over the
Rapid Application Development (RAD). Waterfall
gives an advantage over RAD in a structured
development phase and preventing iteration from the
previous steps [31]. The e-voting system needs to be
consistent in the beginning because the existing
Pemilu 2019 system will be the references or the static
foundation during the process of the development.
There’s five-phase during the system development
process according to Pressman when using the
waterfall method. The phases are communication,
planning, modeling, construction, and deployment
[32].

B. System Development

B.1 Communication

In the communication phase, the principle and the
requirements gathering are implemented. The
literature study has been done by examining the
process of the Pemilu or general election system that
stated in General Election 2019 Implementation,
called “Buku Panduan Pelaksanaan Pemungutan dan
Perhitungan Suara Pemilu Tahun 2019” in Indonesian.
The information gathered from the literature study
helps in creating the proposed system flow or process-
based from the existing Pemilu 2019 process. The
candidate sources as stated before will be shown on
the e-voting system based on “KPU RI 2019” app with
the following criteria scopes:

e Banten Il Election Field (Dapil) for DPR
election with 148 candidates.

e Banten VII Election Field for DPRD Provinsi
or Province DPRD region with 146 candidates.

e South Tangerang Il Election Field for DPRD
Kabupaten/Kota or City DPRD Region with
110 candidates.

e Banten Province for DPD election with 26
candidates.

e 16 political parties.
There is some problem in the existing system:

e The pending process in the system, affect the
data integrity issue to the ballot. The issue can
appear because the voting process or collection
of participant vote will be done without the
other group beside KPPS (Kelompok Panitia

Pemungutan Suara) if the time is above the
7.30 AM. If there is any mistake that was
done, it cannot be controlled.

e For registered voters that reside outside their
registered address, they cannot cast a vote to
the nearest voting place location or TPS.

Considering the difficulty from the existing
system, the proposed system flow will be developed
with some changes below:

e Exclude the pending process to not waste the
voting time and the activity can be recorded in
a device.

e System Log feature that can help KPPS, ballot
keeper (pengawas TPS), and witness (saksi in
Indonesian) to keep the record and analyze the
events.

e Digital document printing with a digitized
signature with the biometric fingerprint.

e End to End verifiable feature for each of the
voting participants so they can check the vote
correctly recorded to the system anonymously.

B.2 Planning

In the planning phase, estimating principle
resources was implemented for the development of the
system by determining the hardware and software.

A desktop, laptop, and raspberry pi used as a
computation device during development. The
hardware and the software can be seen in

Table I below.
TABLE I. DEVELOPMENT DEVICES

Computation Specification

Device

Desktop Intel Core i5 2500 3.4 GHz, AMD Radeon
RX 570 4GB DDR5, 256 GB Adata SSD,
Windows 10 Education 64 bit, 8GB
DDR3 RAM

Laptop Intel Core i3 5005u, 2.0 GHz, AMD

Radeon R5M330 2GB DDR 3, 120 GB
Adata SSD, 8GB DDR3L RAM,
Windows 10 Home Single Language 64
bit.

ARM Cortex a53 1.2 GHz, Linux
Raspbian 32 bit ARM, 1GB LPDDR2

RaspberryPi 3 b+

As stated during the previous phase, the fingerprint
scanner device is used to record each individual
unique pattern to the system during the authentication
method. The fingerprint scanner is SecuGen Hamster
Plus type HSDUO3P.

B.3 Modeling

The next phase is modeling that implements
analysis and design to make a blueprint of the system
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as references. Use case diagram, activity diagram,
class diagram, and sequence diagram will be built in
this phase to visualize the system users, objects, and
process flow.

Sistem E-Voting Pemilu
Validasi TPS
Autentikasi Pemilin
KPPS
Rilih Kandidat
Mengakhiri
Pemilinan
Membuat Catatan embuat Sertifikat
perhitungan
. ', <<includer>

=include>> "+

Tanda tangan
Dokumen

Fig. 1. Proposed system use case diagram

|

Pemiin

Fig. 1 shows the proposed system use case
diagram with 4 actors which consist of the voter
(pemilih), KPPS, TPS Keeper (Pengawas TPS), and
witness (saksi). The role of the voters actor is to
exercise their vote right to choose their preferred
candidates. The role of the KPPS actor is to start the
collection process, close the collection process,
calculate the votes, capturing an event in the
information to their notes, creating a voting result
certificate, and sign the event notes and vote result
certificate (sertifikat perhitungan suara). The role of
the TPS Keeper is to sign the event notes that are
generated based from their analysis to the event in the
TPS. The role of the witness actor is to sign the event
notes generated by KPPS, and sign the vote result
certificate that has been signed by KPPS actor.

After the abstraction of the system object with
UML has been done, the overall system architecture
can be represented in Fig. 2.

Sistem Informasi Electranic Voting Pemilinan Unmum

Fig. 2. The proposed system architecture
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The architecture of the system proposed is using 2
decentralized nodes that are connected together to
keep the ethereum blockchain data updated for each
node in Fig. 2. Every computer or node has a front end
Windows Application to display the data, connect the
fingerprint scanner during the authentication process,
and as an interface that helps the user to interact with
the system. Because of the limitation of the resource,
the system only uses one fingerprint scanner and can
be used interchangeably.

The front end application is connected to the static
voter list (DPT or Daftar Pemilih Tetap) simulated
server to get the identity of the eligible voters during
the authentication process. The NodelJS Runtime
environment is needed in the back end area, so the
front end application can communicate to the
ethereum blockchain data layer. When a node wants to
update the blockchain data, the proof of work must be
done. In the ethereum blockchain, mining or proof of
work process can only be granted to the node that
has permission. Any changes to the ethereum
blockchain data are stated in a form of transaction.
When the system does a data query, the node doesn’t
need to do any proof of work. When a node wants to
write data to the blockchain, an ethereum address is
needed to indicate the transaction creator in
42 hexadecimal characters.

A(pr)=Bos..25s(KEC(ECDSAPUBKEY (Pr))) (1)

The creation of an ethereum address starts from the
creation of a private key with a 256-bit length by EVM
(Ethereum Virtual Machine). After the private key has
been created, the next step is creating a public key
derived by the private key and hashed by using the
Keccak 256 Algorithm [33]. The final result of the
address is formed by taking the 160 bit from the most
right of the result of keccak in 256-bit length and
converted to the hexadecimal format with 0x prefix in
the front. The ethereum address will be used as a proof
in e2e verification to the voters with base 32 character
encoding, so the hexadecimal character can be
shortened to more readable form in 32 characters.

Inserting the data in form transaction or make a
data query from the blockchain, the system uses 4
smart contracts which consist of “nik autentikasi”
contract, “pemilu” contract, “catatan” contract, and
“sertifikat suara” contract. The “catatan” is an
ethereum smart contract that contains the instruction to
write Indonesian nationality identity number or NIK
(Nomor Induk Kependudukan) in form of SHA 256
hash and to check the existing NIK in the blockchain.
The “pemilu” is an ethereum smart contract, that
contains the instruction to write and store the voter
choices of the candidates, to check the eligibility of the
vote, to prevent duplication of the vote and to prevent
a reversion of the transaction. “Catatan” is an
ethereum smart contract that contains the instruction to
write and retrieve all system event logs that has been
created by the system, signed to the blockchain.
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“sertifikat_suara” is an ethereum, smart contract that
contains an instruction to write and retrieve vote result
certificate that has been signed, digitized and recorded
inside the blockchain.

Blockchain

Fig. 3. blockchain structure in the proposed system

The user interfaces from the system are created
based from the actor’s role in the system. The voter
interface consists of an authentication page, lists of
candidates page, also verification of the voter page. In
the KPPS interface, there is voting place system
validation page (TPS Validation), closing the vote
system page, system event log page, vote result
certificate creation page, and authentication digital
document sign. For the TPS Keeper, there is the same
event log page as KPPS actor, and event logs
authentication digital document sign page. For the
witness actor, there is some interface that consists of
the same event log page as KPPS, and TPS keeper
actor, and the digital document event log and vote
result certificate sign page.

Nomor TPS

200

NIK Petugas KPPS  [3671234567115468

Fig. 4. TPS validation interface

Fig. 5. The candidates user interface

B.4 Construction

In the construction phase, the preparation and code
principle is implemented to build the proposed system
based on the blueprints in the previous phase. The
preparation principle is divided into two sections
which consist of the front end and the back end
section. The front end section’s purpose is to show the
user interface, managing the fingerprint authentication
of the voters. The backend section's purpose is to
respond to the request from the user in terms of data
that will be displayed to be added to the ethereum
blockchain. The front end area of the system is
developed using Microsoft .NET Framework with C#
Programming language with SecuGen Software
Development dynamic linking library (DLL) Kit to
communicate with the fingerprint scanner.

The back end area of the system is developed
using the expressJS framework with JavaScript
programming that can run inside the NodeJS runtime
environment using the web3.js library. For the DPT
database, MySQL RDBMS is used as the simulation
to store the NIK and fingerprint identification record
data for the authentication process. The Truffle
framework is used as the ethereum blockchain
environment development. The solidity programming
language is used for smart contract creation. Geth is
used as a Remote Procedure Call (RPC) server to
communicate amongst the blockchain nodes in the
same network and run the RPC method instruction
from the NodeJS Environment. In the code
implementation, the source code is generated based
on the previously accepted system design so the
system can be operated.

B.5 Deployment

The deployment phase is to implement the
feedback and delivery principle. The delivery
principle purpose is to get the system up and running
properly based on the previously accepted design and
to make the system accessible for the user with the
latest compiled binary executable. For the feedback
principle, we will perform the black-box test,
penetration testing to the data integrity, and
authentication reliability. The user acceptance test
will also be performed to get the user insights to make
a better system in the future.

IV. DISCUSSION

A. Delivery

The compilation has been done in the system front
end area with some additional changes. The changes
are to extend the vote collection time and to disable
the fingerprint feature in the authentication process.
The process that needs the fingerprint scanner
operation will be skipped to the next process in the
system. The changes must be done due to the
government force major or PSBB in Indonesian
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regulation global COVID 19 virus pandemic based on
“Undang-Undang No 21 Tahun 2020”.

B. Feedback

In the feedback section, the black box testing is
done by the user based on the system actor. The black
box testing steps are based on the use case and the
defined actors that were made before [34]. For the use
cases that will need to do the fingerprint authentication
process, the test has been done internally. Based on the
force major situation, the testing was done by 1 former
general election 2019 KPPS as KPPS, witness, and
TPS keeper actor, also 5 college students with 17 years
old and above. In the UAT, the user responses from in
a form of Likert Scale Question in Table II.

TABLE II. UAT QUESTIONNAIRE
. Answers
Questions 11721312 [5
Can the blockchain-based e- 112 3

voting system that stores the
general election data separated
amongst the connected computers
provide the data integrity?

Can this blockchain-based e- 3 3
voting system protect the vote
rights while the biometric
fingerprint authentication is active
in the system?

Is the proposed system easy to 112] 3
use?

B.1 Authentication Reliability

The authentication reliability is done internally
with fingerprint identification record (FIR) data from
4 people that registered each finger 3 times in their
left and right hands [35].

The False Rejection Rate test can show the rate of
false detection done by the scanner where the real
result should actually be true [35]. The sum of
collected fingerprint sample from each person was
120 samples FIR’s.

N (false detection)

FRR = : :
M (stored Fingerprint samples)

X 100% 2

The result of FRR by referencing the formula is
25%. Based on this FRR result, voters would need to
try up to 3 times when the fingerprint is detected as
false while it should actually be true.

B.2 Data Integrity Analysis

During the data integrity analysis, penetration
testing should be implemented. One of the
classification of penetration testing attack is a
modification attack, changing the cyber assets that
will affect the data integrity [36]. The penetration
testing is done by changing the blockchain transaction
data to reduce the total participant during the vote
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collection scenario with saved signed vote result
certificate data and the saved logs that’s already
written. In this scenario, the attacker has gained
access to node 1 that’s used by the user in the vote
collection process with the SSH access. The attacker
gains the copy of the blockchain data and did the self
mining in the attacker node so the data are malicious
or not match with the main proposed system
canonical one.

The data integrity can be checked by using the
checksum of the hash by comparing the stored one
with the data that had been taken or retrieved from the
storage [37]. The comparison of hash value from a
transaction inside the block in form of boolean that
will resulting with true if matched (1) or false (0) if
the hash is not matched. Based from the boolean
value that contains only two values or binary based, it
can be representated with the boolean matrix [38].
The transaction hash value is checked and the results
are respresentated in a boolean matrix in Fig. 6 at the
node 1.

Fig. 6. The node 1 boolean matrix before the attacker
do the data tampering

Fig. 7. The malicious block boolean matrix
comparison with compared with the canonical node 1
chain

After the attacker tampered the data with the
malicious block in the node 1, the value from the
matrix keeps the result same as before which resulting
1 inside all the matrix cells from the node 1 to the
blockchain data in Fig. 7. After the change has been
detected, the update was triggered by geth to adjust the
local data from node 2 to node 1. Based on the boolean
matrix result like in Fig. 6 after the attacker tampered
the data, it means the integrity of the data is not
compromised because the attacker blockchain data is
ignored by the geth during the consensus process. If
the last result of the matrix cells appears “0” in one of
the cells like Fig. 7, the integrity of the data is not
matched and the data integrity has been compromised.
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V. CONCLUSION
Based on the problems discussed in this research,

there are some conclusions which consist of:

e The blockchain usage in the system to store
general election or Pemilu data can maintain
the integrity of the data.

e Implementing biometric fingerprint during the
authentication process, it can protect each
participant vote rights.

e Implementing End to End Verifiable by using
unique secret code to each participant, it can
assure the chosen candidates are correct and
matched to what the voters choose when the
vote collection process is finished.

Although this proposed system is built in the form

of a prototype, there are insights discovered during
this research that can be useful for future research in
this area which consist of:

[1]

[2]
[3]

[4]

[5]
[6]

e The scalability factor to make the
recapitulation feature to another election field
(TPS).

e Containerisation can be used to easily deploy
the blockchain back-end with 1 package to
each node.

e The candidate's photos need to be displayed in
the legislative section.

e The chosen party and the details of the
candidate need to be displayed on the
verification page.

e The verification node needs to be shortened to
make the voters do the verification
check easier.

e The blockchain data write and retrieve

operation need to be faster.

e Message box notification is not needed at
every step during the voting process. Final

summary of the actions are
recommended instead.
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