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Abstract— The rapid advancement of communication 
and data storage technologies requires security systems 
capable of protecting sensitive information from cyber 
threats. Symmetric cryptography algorithms such as 
AES and Blowfish are widely used, although they exhibit 
different performance characteristics. This study 
compares both algorithms based on processing time, 
memory usage, and throughput on .txt, .pdf, and .zip files. 
The testing was conducted through Python 
implementation using ECB and CTR modes. The results 
show that AES consistently outperforms Blowfish in 
terms of speed and throughput. For large files, AES using 
ECB mode reaches a throughput of 1128.42 MB/s, 
significantly higher than Blowfish using ECB mode at 
92.26 MB/s, with faster encryption time as well, AES 
using ECB mode within 0.075 seconds while Blowfish 
using ECB mode within 0.928 seconds. The decryption 
process shows similar results, where AES using CTR 
mode achieves 546.70 MB/s, while Blowfish using CTR 
mode reaches only 81.59 MB/s. Overall, AES is more 
suitable for fast encryption-decryption on large-scale 
data processing, whereas Blowfish is more appropriate 
for small files or low-complexity applications. 

Index Terms— AES; Blowfish; cryptography; 
encryption algorithm; performance comparison 

I. INTRODUCTION 

The rapid development of digital communication 
and data storage has increased the risk of cyber threats 
and large-scale data breaches, making data security a 
major concern for organizations and governments [1], 
[2]. Cryptography plays a crucial role in protecting 
sensitive information by ensuring data confidentiality 
and preventing unauthorized access [3], [4]. Among 
cryptographic approaches, symmetric encryption is 
widely used due to its efficiency, with Advanced 
Encryption Standard (AES) and Blowfish being two 
prominent algorithms [5].  

AES and Blowfish have different design structures 
and performance characteristics. AES is a modern 
encryption standard known for its high security and 
efficiency, whereas Blowfish offers flexibility through 
its variable key length and simple structure [6], [7], [8]. 
Previous studies comparing symmetric encryption 
algorithms such as AES, 3DES, and Blowfish show 

that Blowfish may achieve better performance and 
throughput, while AES remains superior in terms of 
security against various threats [9]. Although previous 
studies suggest Blowfish outperforms AES and 3DES, 
further research is necessary because performance 
results vary depending on implementation context, 
system architecture, and data size. Additionally, earlier 
works often neglected the impact of modes of 
operation, which can significantly influence both 
performance and security, making a more 
comprehensive evaluation essential.  

Therefore, this study focuses on a comparative 
performance analysis of AES and Blowfish based on 
encryption and decryption time, memory usage, and 
throughput on Electronic Codebook (ECB) and 
Counter Mode (CTR) mode to determine the most 
suitable algorithm for modern information security 
systems. ECB is still included in this research as a 
baseline because it provides maximum performance 
with minimal computational overhead, allowing direct 
evaluation of the raw efficiency of encryption 
algorithms [10], [11]. However, its known security 
weaknesses highlight the importance of comparing it 
with more secure modes like CTR to understand the 
trade-off between performance and security. 

The urgency of this research lies in the increasing 
demand for efficient and secure encryption 
mechanisms that can adapt to different system 
requirements. Modern computing environments, 
including cloud computing, mobile systems, and 
Internet of Things (IoT) devices, require encryption 
algorithms that not only provide strong security but 
also maintain high performance in terms of processing 
speed and resource consumption [8], [12]. Choosing an 
inappropriate algorithm may lead to inefficiency, 
excessive resource usage, or even potential security 
risks [13]. Therefore, it is essential to identify which 
algorithm performs better under certain conditions.  

A comparative approach is used in this research 
because it provides a systematic method to evaluate 
and analyse the strengths and weaknesses of different 
algorithms under the same conditions. By directly 
comparing AES and Blowfish using identical datasets, 



 
 
 
 

34 IJNMT (International Journal of New Media Technology), Vol. 13, No. 1 | June 2026 
 

ISSN 2355-0082 

hardware environments, and evaluation parameters, 
the research can produce objective and measurable 
results. This approach allows researchers to identify 
performance differences in terms of encryption and 
decryption time; measure efficiency based on 
throughput and resource utilization; and evaluate 
scalability when handling different data sizes. 

Moreover, a comparative study is important because 
theoretical advantages of algorithms do not always 
reflect their real-world performance. For instance, an 
algorithm that appears efficient in theory may perform 
differently when implemented in a specific 
programming environment or hardware architecture. 
Through empirical testing, this research aims to bridge 
the gap between theoretical design and practical 
implementation. 

In addition, the comparison between AES and 
Blowfish is particularly relevant because they 
represent two different cryptographic design 
approaches: AES with its substitution-permutation 
structure [14] and Blowfish with its Feistel network 
[15]. Analysing these differences contributes not only 
to performance evaluation but also to a better 
understanding of how algorithm design impacts 
efficiency and security. 

Therefore, this research is expected to provide 
valuable insights into the performance and suitability 
of AES and Blowfish, helping developers, researchers, 
and organizations make informed decisions when 
selecting encryption algorithms for their systems. 

II. LITERATURE REVIEW 

Several previous studies have evaluated the 
performance of various encryption algorithms in 
different application contexts. The study in [16] 
compares 3DES, AES, Blowfish, and RSA in cloud 
data storage and classification, demonstrating that 
Blowfish achieves the fastest encryption performance, 
while RSA exhibits the highest computational cost in 
both time and memory usage. Similarly, [17] 
highlights the efficiency of AES compared to RSA, 
showing that AES maintains significantly faster and 
more stable encryption times across varying data sizes, 
whereas RSA performance increases linearly with 
input size. These findings suggest that symmetric 
algorithms are generally more suitable for applications 
requiring high speed and efficiency.  

Further research has explored the comparative 
performance of other symmetric algorithms. The study 
in [18] compares Blowfish and Twofish in terms of 
time and space complexity, showing that Blowfish 
excels in processing speed, while Twofish offers better 
memory efficiency. These results indicate that 
algorithm performance is often influenced by trade-
offs between speed and resource consumption. 

Another study [19] evaluates multiple AES variants 
(Rijndael) with Serpent, and Twofish on Android 
devices, demonstrating that Rijndael provides the best 
overall performance in terms of encryption speed and 
CPU usage. Meanwhile, Serpent and Twofish show 
advantages in memory efficiency and encryption 
strength, as measured by the avalanche effect. This 
highlights that the selection of cryptographic 
algorithms should depend on specific application 
requirements, including performance, memory 
efficiency, and security level. 

Despite these extensive studies, existing literature 
still lacks comprehensive evaluation of AES and 
Blowfish in the context of modern cryptographic 
challenges, particularly when considering different 
modes of operation and resistance to evolving attack 
techniques. Therefore, this research aims to further 
investigate the performance and resilience of AES and 
Blowfish under contemporary conditions, providing a 
more complete understanding of their effectiveness in 
modern cryptographic applications. 

III. RESEARCH METHODOLOGY 

This section presents the research methodology 
employed in this study, covering the experimental 
workflow, hardware and software specifications, test 
data setup, implementation of encryption and 
decryption processes, performance evaluation metrics, 
and data analysis techniques to ensure the validity and 
reliability of the findings. The comparison is conducted 
by measuring encryption time, decryption time, 
memory usage, and throughput under controlled 
experimental conditions, which are commonly used 
performance metrics in cryptographic evaluation [21]. 

 
A. Experimental Workflow 

AES and Blowfish are implemented using a 
uniform key length of 256 bits to ensure an equivalent 
security level during evaluation, as adopted in several 
prior studies on file encryption [9]. Both algorithms are 
tested using two block cipher modes of operation, 
namely ECB and CTR, which are commonly applied 
in symmetric cryptographic systems [22], [23]. The 
experimental approach is used to measure and evaluate 
the performance of both algorithms based on several 
parameters, including encryption time, decryption 
time, memory usage, and throughput. 

The experiments are conducted by implementing 
AES and Blowfish algorithms in a graphical user 
interface (GUI) based application. This application is 
designed to perform encryption and decryption 
processes while automatically recording performance 
metrics. The results obtained from these experiments 
are then analysed to identify performance differences 
between the two algorithms under various testing 
conditions. The steps for this research can be seen in 
Figure 1. 
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Fig. 1. Experimental Workflow 

 
The research method of this study consists of 

several stages, which are as follows: 
• Problem Identification: Identification of the 

problems that occur is carried out. 
• Literature Review: A literature review is 

conducted to understand the concepts of 
cryptography, symmetric encryption, and the 
characteristics of AES and Blowfish algorithms. 

• System Design: A GUI based system is designed to 
facilitate file selection, encryption, decryption, and 
performance measurement. 

• Implementation: AES and Blowfish algorithms are 
implemented in two operating modes, ECB and 
CTR, using the Python programming language. 

• Testing: Encryption and decryption tests are 
performed on different types and sizes of files to 
collect performance data including running time, 
memory usage, and throughput. 

• Analysis: The collected data are analyzed to 
compare the performance of AES and Blowfish 
based on predefined parameters. 

•  
B. Hardware and Software Specification  

To ensure consistency and reliability of the 
experimental results, this research was conducted 
using a specific hardware and software configuration. 
The specifications are summarized in the Table 1 and 
Table 2. 

TABLE I.  HARDWARE SPECIFICATION 

Component Specification Description 

Processor (CPU) Intel Core i5 

Memory (RAM) 16 GB 

Storage 1 GB SSD 

Operating Device Laptop 

The hardware used in this research consists of a 
computer system equipped with an Intel Core i5 
processor, sufficient RAM capacity, and solid-state 
storage to support efficient encryption and decryption 
processes. 

TABLE II.  SOFTWARE SPECIFICATION 

Software Component Specification Description 
Operating System Windows 10 (64-bit) 
Programming Language Python 
Development Tools Visual Studio Code 
Cryptography Library PyCryptodome 
Supporting Software Microsoft Excel for analysis 

The system was implemented using Python 
programming language, supported by cryptographic 
libraries and development tools to facilitate encryption, 
decryption, and performance measurement. 

 
C. Test Data Setup 

The test data used in this study consist of digital 
files with common formats, namely *.txt, *.pdf, and 
*.zip. These file types are selected because they 
represent different data characteristics. File sizes are 
classified into three categories [19], [21]: 

• Small files: ≤ 100 KB 
• Medium files: 100 KB – 5 MB 
• Large files: > 5 MB 

This classification aims to observe the impact of 
file size variations on the performance of AES and 
Blowfish algorithms. 
D. Encryption and Decryption Process 

The encryption and decryption processes are 
conducted using AES and Blowfish algorithms with 
ECB and CTR modes of operation. Both algorithms 
use a 256-bit key to ensure an equal level of security 
during performance comparison. For CTR mode, a 
counter value combined with a nonce is used to 
generate a keystream, while ECB mode encrypts each 
plaintext block independently using the same key. 

To validate functional correctness, the decrypted 
output is compared with the original file to ensure data 
integrity, as applied in prior cryptographic 
implementation studies [24]. Each file is encrypted 
and subsequently decrypted using the same secret key. 
During these processes, the system records encryption 
time, decryption time, memory usage, and throughput. 

 
E. Performance Evaluation Parameters 
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The performance of AES and Blowfish is 
evaluated based on the following parameters [9]: 

• Encryption Time: The time required to encrypt a 
file, measured in seconds. 

• Decryption Time: The time required to decrypt an 
encrypted file back to its original form. 

• Memory Usage: The amount of memory consumed 
during encryption and decryption processes. 

• Throughput: The rate at which data is processed 
during encryption or decryption, measured in MB/s. 

•  
F. Data Analysis Technique 

The collected experimental data are analysed using 
comparative analysis techniques. Performance results 
of AES and Blowfish are compared across different file 
types, file sizes, and modes of operation (ECB and 
CTR). The analysis focuses on identifying 
performance trends, efficiency differences, and 
suitability of each algorithm for practical data security 
applications.  

IV. RESULT AND ANALYSIS  
This chapter presents experimental results and 

provides a comprehensive discussion of the 
performance evaluation of the AES and Blowfish.  

System Design 
The system workflow is designed to provide a 

complete benchmarking cycle, starting from data input, 
encryption–decryption processing, performance 
measurement, and ending with flexible output handling 
and result visualization. This design ensures both 
usability and comprehensive evaluation of the 
encryption algorithms. The system workflow can be 
seen in Figure 2. 

The system begins when the user selects a plaintext 
file as input. After selecting the file, the user initiates 
the process by clicking the “Run Benchmark” button. 
The system then performs the encryption process using 
the selected algorithm and mode of operation, followed 
by the decryption process to validate correctness. 

During this process, the system measures key 
performance metrics such as encryption time, 
decryption time, and throughput. Once the process is 
completed, the output results are displayed to the user. 

After viewing the results, the user is provided with 
several options, including saving the output to an Excel 
file, displaying performance graphs, saving the 
resulting file (either ciphertext or plaintext), performing 
an additional decryption process, or resetting all inputs. 
If the user chooses to decrypt a file, the system executes 
the decryption process and displays the resulting 
plaintext. The workflow ends after all selected 
operations are completed. 

 
Fig. 2. System Workflow of Encryption and Decryption 

Benchmark Process 
 

B. Implementation 

The AES and Blowfish algorithms are 
implemented using the PyCryptodome library in the 
Python programming language. Figure 3 shows the 
results of the program implementation. 

 

Fig. 3. Program implementation result 

C. Testing and Analysis 

This chapter presents the results of performance 
testing. The evaluation was performed using *.txt, 
*.pdf, and *.zip, which represent small, medium, and 
large file sizes. 

1) Encryption Performance Analysis 
The experimental findings reveal that AES 

consistently outperforms Blowfish in encryption time 
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and throughput across all evaluated file types, 
indicating its superior efficiency in handling diverse 
data formats.  

 

 
 

Fig. 4. Testing result of encryption using AES on .txt file 
 

The test results of the AES algorithm on a *.txt file 
with an original size of 14.35 KB using ECB and CTR 
are presented in Figure 4. The results indicate that the 
AES-CTR mode demonstrates significantly superior 
performance in terms of speed. Specifically, AES-CTR 
achieved a throughput of 105.50 MB/s, which is nearly 
twice as fast as AES-ECB, which only reached 57.44 
MB/s. This performance advantage is also reflected in 
the encryption time, where AES-CTR requires only 
0.000133 seconds, compared to AES-ECB, which 
takes 0.000244 seconds. 
 

 
 

Fig. 5. Testing result of encryption using Blowfish on .txt 
On the other hand, using the same text file, the 

results indicate that the Blowfish-CTR mode 
demonstrates superior performance compared to 
Blowfish-ECB. Specifically, Blowfish-CTR achieves 
a throughput of 81.74 MB/s with an encryption time of 
only 0.000171 seconds. In contrast, Blowfish-ECB 
exhibits lower performance, with a throughput of 69.95 
MB/s and a slightly longer encryption time of 
0.000230 seconds. In this experiment, both ECB and 
CTR modes of Blowfish recorded negligible memory 
usage, measured at approximately 0.000000 MB, 
indicating minimal memory overhead during the 
encryption process. 

Tables III–V summarize the encryption 
performance comparison between AES and Blowfish 
for different file types, where Table III corresponds to 
*.txt files, Table IV to *.pdf files, and Table V to *.zip 
files. 

TABLE III.  ENCRYPTION PERFORMANCE ON TXT FILES  

Algorithm Mode Enc. 
Time (s) 

Memory 
(MB) 

Throughput 
(MB/s) 

AES ECB 0.000244 0.000000 57.44 

AES CTR 0.000133 0.003906 105.50 

Blowfish ECB 0.000200 0.000000 69.65 

Blowfish CTR 0.000171 0.000000 81.74 

TABLE IV.  ENCRYPTION PERFORMANCE ON PDF FILE 

Algorithm Mode Enc. 
Time (s) 

Memory 
(MB) 

Throughput 
(MB/s) 

AES ECB 0.001276 1.511719 1179.27 

AES CTR 0.002264 1.507812 664.43 

Blowfish ECB 0.017928 1.507812 83.91 

Blowfish CTR 0.018114 1.507812 83.05 

 
For *.pdf files, AES consistently demonstrates 

superior performance compared to Blowfish. AES-
ECB achieves the fastest encryption time of 0.001276 
seconds with a throughput of 1179.27 MB/s, followed 
by AES-CTR at 0.002264 seconds and 664.43 MB/s. 
In contrast, Blowfish requires considerably longer 
processing times, resulting in significantly lower 
throughput, confirming AES’s efficiency advantage 
for larger and more complex file types. 

TABLE V.  ENCRYPTION PERFORMANCE ON ZIP FILE 

Algorith
m Mode Enc. 

Time (s) 
Memory 

(MB) 
Throughp
ut (MB/s) 

AES ECB 0.075952 85.707031 1128.42 

AES CTR 0.112998 85.707031 758.47 

Blowfish ECB 0.928997 85.707031 92.26 

Blowfish CTR 0.976330 85.769531 87.78 

 
For *.zip, the performance gap becomes more 

pronounced. AES-ECB achieves an encryption time of 
0.075952 seconds with a throughput of 1128.42 MB/s, 
whereas AES-CTR records 0.112998 seconds with 
758.47 MB/s. Blowfish, on the other hand, requires 
significantly longer encryption times of 0.928097 
seconds (ECB) and 0.976330 seconds (CTR), with 
throughput values limited to 92.26 MB/s and 87.78 
MB/s, respectively. 

For small sized files such as *.txt, both algorithms 
exhibit similar performance; however, AES in CTR 
mode achieves the highest throughput. In medium-
sized files such as *.pdf, AES demonstrates 
significantly faster encryption times and higher 
throughput compared to Blowfish. This performance 
gap becomes more pronounced when processing large 
files (*.zip), where AES shows superior efficiency, 
especially in ECB mode. These results indicate that 
AES scales more effectively when handling large 
datasets, making it more suitable for applications 
involving high-volume data encryption. 

2) Decryption Performance Analysis 
The decryption performance results show a similar 

trend to the encryption results. AES, particularly in 
CTR mode, records shorter decryption times and 
higher throughput compared to Blowfish across all file 
types. For small text files, the decryption time 
difference between the two algorithms is minimal. 
However, for medium and large files, AES 
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demonstrates a clear advantage in terms of processing 
speed and throughput. Tables IV-VI present the 
decryption performance comparison between AES and 
Blowfish for *.txt, *.pdf, and *.zip files.  

TABLE VI.  DECRYPTION PERFORMANCE ON TXT FILE 

Algorithm Mode Dec Time 
(s) 

Memory 
(MB) 

Throughp
ut (MB/s) 

AES ECB 0.004384 0.023438 3.20 

AES CTR 0.006108 0.355469 2.29 

Blowfish ECB 0.000390 0.000000 35.90 

Blowfish CTR 0.001122 0.015625 12.49 

 
For *.txt files, AES-CTR completes decryption in 

0.0006 seconds, while Blowfish-CTR requires 0.0011 
seconds. Although both algorithms perform quickly for 
small files, AES remains faster. 

TABLE VII.  DECRYPTION PERFORMANCE ON PDF FILE 

Algorithm Mode Dec. 
Time (s) 

Memory 
(MB) 

Throughput 
(MB/s) 

AES ECB 0.007883 1.507812 190.83 

AES CTR 0.002411 1.507812 623.92 

Blowfish ECB 0.024608 1.507812 61.13 

Blowfish CTR 0.029752 1.507812 50.56 

 
In *.pdf files, AES-CTR records a decryption time 

of 0.0024 seconds with a throughput of 623.92 MB/s, 
whereas Blowfish-CTR requires 0.0029 seconds with 
a throughput of 50.56 MB/s. 

TABLE VIII.  DECRYPTION PERFORMANCE ON ZIP FILE 

Algorithm Mode Dec. 
Time (s) 

Memory 
(MB) 

Throughput 
(MB/s) 

AES ECB 0.173287 85.707031 494.59 

AES CTR 0.156770 85.707031 546.70 

Blowfish ECB 0.987407 85.707031 86.80 

Blowfish CTR 1.050477 85.769531 81.59 

 
For *.zip files, AES-CTR completes decryption in 

0.15 seconds with a throughput of approximately 546–
546.70 MB/s, while Blowfish-CTR requires 1.05 
seconds with a throughput of only 81.59 MB/s.  

Additionally, the file sizes after decryption are 
identical to the original file sizes across all tests, 
confirming that the decryption process successfully 
restores the original data without any loss or 
modification.  

3) Memory Usage Analysis 

The memory usage analysis shows that both AES 
and Blowfish exhibit relatively similar memory 
consumption during the encryption and decryption 
processes. The measured memory usage ranges from 

approximately 0.000000 MB to 85.769531 MB, 
depending on the type and size of the input file 
processed. This variation indicates that memory usage 
is primarily influenced by file characteristics rather 
than the choice of encryption algorithm. 

Furthermore, the results suggest that neither AES 
nor Blowfish introduces significant additional memory 
overhead beyond the baseline requirements of the input 
data. The similarity in memory consumption across 
both algorithms implies that memory efficiency is not 
a distinguishing factor in their overall performance. 
Instead, the observed performance differences, 
particularly in encryption time and throughput, are 
more strongly attributed to differences in algorithm 
structure and computational efficiency rather than 
memory utilization. 

D. Discussion 

The combined visualization (Figure 6) illustrates 
the overall performance comparison between AES and 
Blowfish across different file types (TXT, PDF, and 
ZIP) and processes (encryption and decryption) in 
terms of execution time, throughput, and memory 
usage. 

The results show that AES consistently exhibits 
superior performance, particularly for medium and 
large file sizes, where it achieves significantly lower 
execution times and substantially higher throughput 
compared to Blowfish. The higher throughput 
achieved by AES indicates its ability to process data 
more efficiently within a shorter time period, making it 
more suitable for applications that require high-speed 
data processing and real-time security. AES performs 
better than Blowfish in throughput and execution time 
due to its optimized substitution–permutation structure 
and hardware acceleration support, which enable more 
efficient parallel processing compared to the more 
complex key scheduling and Feistel structure of 
Blowfish. This performance gap becomes more 
pronounced as the file size increases, indicating that 
AES has better scalability and computational 
efficiency.  

In contrast, Blowfish demonstrates relatively stable 
but slower performance, especially for larger datasets 
such as ZIP files. Meanwhile, memory usage remains 
relatively consistent between both algorithms and is 
primarily influenced by the size of the input file rather 
than the encryption method. Blowfish may only be 
competitive in scenarios involving smaller data sizes.  

Although this study primarily focuses on 
performance evaluation, security aspects are inherently 
considered through the selection of algorithms and 
modes of operation. AES is widely recognized as a 
secure standard encryption algorithm, while Blowfish, 
although efficient, has known limitations such as its 
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smaller block size. Furthermore, the inclusion of ECB 
and CTR modes provides an implicit security 
comparison, as ECB represents a less secure baseline, 
whereas CTR offers stronger protection against pattern 
leakage and supports secure implementation in modern 
systems. 

To address this limitation, this study emphasizes 
that performance and security are closely 
interconnected, and the choice of encryption technique 
must account for both factors simultaneously. The 
results highlight that while some configurations may 
achieve higher speed (e.g., ECB), they do so at the 
expense of security, whereas modes such as CTR 
provide a better balance between efficiency and 
security. Therefore, the findings of this research not 
only contribute to performance benchmarking but also 
provide insight into the practical security implications 
of selecting specific algorithms and modes of 
operation. 

Overall, the findings suggest that AES is more 
appropriate for modern information systems that 
demand both high security and high computational 
efficiency, such as cloud storage, secure 
communication systems, and large-scale data 
processing platforms. Blowfish remains a viable 
alternative for applications involving small file sizes or 

environments with lower computational complexity 
requirements. 

V. CONCLUSIONS  
This study demonstrates that the evaluation of 

cryptographic algorithms must consider both algorithm 
design and mode of operation, as performance 
outcomes are strongly influenced by their interaction. 
While AES consistently outperforms Blowfish in 
terms of encryption speed, decryption time, and 
throughput, the findings also indicate that performance 
alone is not sufficient for determining algorithm 
suitability. Instead, an appropriate balance between 
efficiency, scalability, and security must be 
considered, particularly when selecting modes such as 
ECB and CTR that introduce different trade-offs. 

The results further highlight that memory usage is 
relatively similar between AES and Blowfish, 
suggesting that computational efficiency (rather than 
resource consumption) is the primary factor 
distinguishing their performance. In this context, AES 
combined with more secure and efficient modes (e.g., 
CTR) provides a more practical solution for modern 
applications that require both high-speed processing 
and robust security. Conversely, although Blowfish 
shows stable performance, its advantages are more 
limited to specific scenarios with less demanding 
performance requirements. 

 

Fig. 6. Overall performance comparison of AES and Blowfish across different file types (TXT, PDF, and ZIP) for both 
encryption and decryption processes 

From a practical standpoint, this research provides 
guidance for system designers and developers in 
selecting encryption strategies tailored to application 
needs, such as high-throughput systems, real-time 
communication, or resource-constrained 

environments. Academically, this study contributes by 
emphasizing the importance of evaluating 
cryptographic algorithms together with their modes of 
operation, offering a more realistic representation of 
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real-world implementations rather than isolated 
algorithm comparisons. 

Finally, this study underscores the need for further 
research that incorporates more diverse environments, 
larger datasets, and emerging security challenges, 
including resistance to modern cryptographic attacks. 
Such future work is essential to ensure that 
performance evaluations remain relevant in the context 
of continuously evolving computing technologies. 
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