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Abstract— PT XYZ is one of the Travel Agent 

companies in Indonesia that is aware of information 

security, as shown due to the ISO 27001:2013 certification 

in 2021. However, there are still areas that must be 

adjusted to improve the company's Information Security 

Management System. 

In this study, the CAPD (Check-Act-Plan-Do) 

technique was used, with the KAMI Index supporting as 

an information security evaluation tool in compliance 

with ISO 27001:2013 standards. Check examines the 

firm's present state, Act evaluates the areas identified in 

the KAMI Index, Plan analyzes the evaluation outcomes 

and makes recommendations in accordance with ISO 

27001: 2013 and Do offers recommendations to the 

company. 

The results of the evaluation show that PT XYZ 

received a score of 623 from 645 and the value is in the 

green area, indicating that it is in the "Good" category. 

The evaluation findings from PT XYZ's KAMI Index are 

decent but have not yet achieved the highest rating. To 

help PT XYZ, maximize the Information Security 

Management System, its existence is utilized as a finding 

that is compared to the ISO 27001: 2013 standard and 

results in recommendations for improvement. 

Index Terms- KAMI Index, Information Security 

Management System, ISO 27001:2013. 

I. INTRODUCTION 

A new period, the technological age, was founded 
in the 18th century, marking the start of the industrial 
revolution 4.0, which profoundly impacted human life 

[1]. The organization utilizes technology in its 
operations, which has a favourable effect on the 
business. One of the advantages is the production of 
information, which can then be transformed into data 
and used for decision-making to accomplish a 
company's objectives [2]. However, there are some 
things that businesses need to be aware of to maintain 
stability in data production and remain competitive and 
develop in the technology era. The issue to be aware of 
is information risk, that threats are something to keep 
an eye out for because they might prevent decision-
making, and information is a vital asset for businesses 
[3]. Cybersecurity refers to the measures that can be 
implemented to protect corporate data and assets. 
Information security is one of the cyber-security 
methods used to protect firm information [4]. 
Information security needs to be implemented by a 
corporation since it is crucial. Three key goals, namely 
confidentiality, availability, and information integrity, 
can be achieved in a corporation by applying 
information security [3].  

Evaluation of the Information Security 
Management System is one of the applications of 
information security that companies can implement; 
with companies conducting evaluations, it can be used 
as a reference for companies in ensuring information 
security in their companies [5]. A supporting 
framework or standard is required to guide or point of 
reference when evaluating an organization's 
information security management system. ISO 27001 is 
one model that focuses on Information Security 
Management Systems. 
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One of Indonesia's businesses involved in tourism 
or online travel is PT XYZ, and it is known that the 
company has obtained ISO 27001: 2013 certification in 
the area of the Payment Process. During an interview 
with the company, it was learned that there were still 
areas of the ISO 27001 certification that needed to be 
improved. This topic is covered in Annex 6.1.1 of ISO 
27001 version 2013, which discusses prospective 
employees' background checks. With this in mind, PT 
XYZ is trying to enhance the company's Information 
Security Management System by carrying out routine 
evaluations to get certified in the upcoming year. 

This research aims to assess the Information 
Security Management System to evaluate the 
company's capability and level of maturity related to 
information security and to offer recommendations for 
development by ISO 27001:2013 standard. In order to 
adapt to company conditions, this research was carried 
out utilizing the CAPD (Check-Act-Plan-Do) 
technique and the KAMI Index evaluation tool [6]. 

 

II. THEORETICAL BASIS 

A. Information Security 

Information security is the protection of all types of 

information resources from parties who are not 

authorized to manage the information, aiming to ensure 

and guarantee business continuity, lower business risk, 

and maximise profits or return on investment and 

business opportunities [7]. According to ISO 27000, 

three aspects of information security require attention. 

These aspects are: 

 

Figure 1 Information Security Aspect 

 
a. Confidentiality is an aspect that secures the 

confidentiality of data or information and restricts 
access to it to those with the necessary 
authorization. 

b. Integrity is an aspect that ensures that data or 
information cannot be altered without 
authorization from the relevant authorities. 

 

c. Availability is an aspect that ensures that data or 

information will always be accessible and may be 

accessed without any hassle by authorized users 

whenever and whenever they need it [8]. 

B. Information Security Management System 

Information Security Management System (ISMS) 

is a management system that implements information 

security within a business or organization. The 

Information Security Management System (ISMS) is 

designed to reduce risk and provide business continuity 

to lessen security breaches' effects [9]. 

C. ISO 27001 

The International Organization for Standardization 

(ISO) worldwide organizational body created the ISO 

27001 standard, which the entire world, including 

Indonesia, has recognized and adopted [10]. The 

purpose of ISO 27001 is to guarantee that the chosen 

security measures can protect information assets from 

various threats and provide the parties concerned 

confidence in the degree of security [11]. The ISO 

27001 standard itself contains requirements or 

fundamental prerequisites that must be completed to 

establish an Information Security Management System 

(ISMS) within a company. The Plan-Do-Check-Act 

(PDCA) model, which is utilized as an evaluation 

method by the Information Security Management 

System (ISMS), was adopted in the development of ISO 

27001 [12]. 

D. The KAMI Indeks 

The KAMI index is a tool to measure both the 
readiness and maturity of an organization's information 
security. The KAMI index has been established and 
adapted to international standards, specifically ISO 
27001 version 2013. The KAMI index was also 
developed so that it may be used by any company or 
agency, regardless of its size, scope, or level of interest 
in utilizing ICT to assist in the execution of current 
business operations. [13].  

The KAMI Index questions are divided into two 

categories of needs. The first is based on the readiness 

level for implementing safeguards by the completeness 

of existing controls in ISO 27001:2013 and minimal 

readiness as a requirement for carrying out ISO 

27001:2013 certification. After completing the 

questions that the company's policies must answer, a 

score will be calculated to identify the Electronic 

System's level of readiness, which is further divided 

into three categories: Low, High, and Strategic [14]. 

The relationship between readiness status and the type 

of electronic systems is shown in Figure 2. 
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Figure 2 Readiness Status Correlation with Electronic 

System Categories 

 

The second category is based on the maturity level 

category of security implementation. It includes a 

category that relates to the level of maturity utilized by 

the framework or framework that will subsequently be 

used to characterize the grading of information security 

readiness inside a firm [13]. To identify the level of 

maturity in this category, five areas are evaluated by the 

ISO 27001: 2013 standards for information maturity. 

The five areas are Information Security Governance, 

Information Security Risk Management, Information 

Security Framework, Information Asset Management, 

and Information Technology and Security.   

E. ISO 27001 relationship with the KAMI Index  

 
 

Figure 3 ISO 27001 relationship with the KAMI Index 

 

Figure 3 is a correlation between each area in the KAMI 

Index based on ISO 27001 version 2013 [15]. 

 

III. METHOD 

 

 

Figure 4 Research Workflow 

 
The research workflow is depicted in Figure 4. The 

first stage of this research begins with identifying the 
problem, followed by a literature review with the 
related topic of ISO 27001:2013 and the KAMI Index. 
Additionally, this stage employs the PDCA (Plan-Do-
Check-Act) cycle that ISO 27001 adopted. However, 
this study used a cycle that started with Check-Act-
Plan-Do (CAPD), as adopting the CAPD cycle allows 
it to adapt to business conditions. 

The first process, called Check, examines the 
company's existing state by looking at its structure, 
profile, and other factors. The second process is the Act, 
which evaluates an organisation's information security 
using the KAMI Index. After receiving the evaluation 
results, the process will proceed to the Plan process, 
where the evaluation outcomes will be analyzed and 
compared with the framework reference, namely ISO 
27001: 2013. The comparison will result in suggestions 
for enhancing PT XYZ's information security 
management system. According to the evaluation that 
has been done, the final process, Do, is a procedure for 
making suggestions for improvements to firm 
information security in line with ISO 27001:2013. 
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IV. RESULT AND DISCUSSION 

The company's electronic systems are evaluated 
under Category I evaluation, which aims to determine 
the type or level of the company's employed electronic 
systems. The KAMI Index is used at PT XYZ to 
determine the outcomes of the Category I: Electronic 
Systems evaluation. Whereas the overall score is based 
on the KAMI Index evaluation for Category I: 
Electronic Systems, PT XYZ has a score of 41, which 
is included in the "Strategic" category. 

The ISO 27001: 2013 Standard Implementation at 
PT XYZ scored 623 for completeness based on the 
KAMI Index evaluation. PT XYZ successfully 
complies with the completeness requirements for 
maintaining ISO 27001: 2013 certification, as 
evidenced by the achievement of this score. 

A. Information Security Governance 

Table 1 Information Security Governance Evaluation 

Status 
Maturity Level 

Total 
II III IV V 

Are not done - - - - - 

In Planning - - - - - 

In Application 1 - - - 1 

Completely Applied 12 3 6 - 21 

Total 13 3 6 - 22 

 
Table 1 summarizes the conclusions reached during 

the Category II review. There are 22 questions in 
Category II, which are broken down into three stages—
Stages 1, 2, and 3—and three maturity levels—Stages 
II, III, and IV. This category has a maximum score of 
126.  

From a total of 22 questions, at Maturity Level II, 
there are twelve answers "Completely Applied" and one 
answer "In Application". At Maturity Level III, there 
are three "Completely Applied", and at IV Maturity 
Level, six "Completely Applied" answers. 

Based on the evaluation that has been carried out, 

the company received an evaluation score of 124 which 

means that the company is at Maturity Level III+ for the 

Information Security Governance Area. PT XYZ has 

reached the minimum Maturity Level for Category II: 

Information Security Governance. 

B. Information Security Risk Management 

Table 2 Information Security Risk Management Evaluation 

Status 
Maturity Level 

Total 
II III IV V 

Are not done - - - - - 

In Planning - - - - - 

In Application 4 1 - - 5 

Completely Applied 6 1 2 2 11 

Total 10 2 2 2 16 

 

Table 2 summaries the findings from the completed 
Category III evaluation. There are 16 questions that 
make up Category III, which is broken down into II, III, 

IV, and V maturity levels as well as stages 1, 2, and 3. 
The maximum possible score in this category is 72.  

From a total of 16 questions, at Maturity Level II, 
there are four "In Application" and six "Completely 
Applied" answers. At Maturity Level III, there is one 
answer, "In Application," and six answers, "Completely 
Applied"; at Maturity Level IV, there are two answers 
", Completely Applied", and at Maturity Level V, there 
are 2 "Completely Applied" answers. 

Based on the evaluation that has been carried out, 

the company received an evaluation score of 66 which 

means that PT XYZ is at Maturity Level V for the 

Information Security Risk Management Area. This was 

obtained because the company reached Maturity Level 

IV on the evaluation even though there are still 

questions that have a score that is not maximal. 

C. Information Security Management Framework  

Table 3 Information Security Management Framework 

Evaluation 

Status 
Maturity Level 

Total 
II III IV V 

Are not done - - - - - 

In Planning - - - - - 

In Application - - - 1 1 

Completely Applied 11 13 3 1 28 

Total 11 13 3 2 29 

 

Table 3 summarizes the findings from the 
completed Category IV evaluation. There are 29 
questions in Category IV, which are broken down into 
four maturity levels (II, III, IV, and V) and three stages 
(stages 1, 2, and 3). In this category, the highest possible 
score is 159. 

Of a total of 29 questions, at Maturity Level II, there 
are 11 answers "Completely Applied". At Maturity 
Level III, there are 13 answers to "Completely 
Applied". At Maturity Level IV, there are three answers 
"Completely Applied", and at Maturity Level IV, there 
are three answers "Completely Applied", and at 
Maturity Level IV Maturity V, there is one answer "In 
Application" and one answer "Completely Applied". 

Based on the evaluation that has been carried out, 

the company received an evaluation score of 156 which 

means that the company is at Maturity Level IV+ for 

the Information Security Management Framework 

Area. 

D. Information Asset Management  

Table 4 Information Asset Management Evaluation 

Status 
Maturity Level 

Total 
II III IV V 

Are not done - - - - - 

In Planning - - - - - 

In Application - 3 - - 3 

Completely Applied 29 6 - - 35 

Total 29 9 - - 38 
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Table 4 contains a summary of the findings from 
Table 4 summaries the findings from the completed 
Category V evaluation. There are 38 questions in 
Category V, broken down into two maturity levels, II 
and III, and three stages, namely stages 1, 2, and 3. This 
category has a maximum score of 168. 

Of a total of 38 questions, at Maturity Level II, are 
twenty-nine answers "Completely Applied". At 
Maturity Level III, there are three "In Application" and 
six "Completely Applied" answers. 

Based on the evaluation that has been carried out, 
the company received an evaluation score of 159 which 
means that the company is at Maturity Level III for the 
Information Asset Management Area, where Maturity 
Level III is the maximum maturity level. In addition, 
the company achieved a minimum score in reaching 
Maturity Level III in the evaluation even though there 
were still questions with scores that needed to be more 
optimal. 

 

E. Information Technology and Security  

Table 5 Information Technology and Security Evaluation 

Status 
Maturity Level 

Total 
II III IV V 

Are not done - - - - - 

In Planning - - - - - 

In Application - 1 - - 1 

Completely Applied 14 10 1 - 25 

Total 14 9 1 - 26 

 

Table 5 summarizes the findings from the 
completed Category VI evaluation. There are 26 
questions in Category VI, broken down into 3 phases 
(phases 1, 2, and 3) and three maturity levels (Stages II, 
III, and IV). The maximum score for this category is 
120.  

From a total of 26 questions, at Maturity Level II, 
there are 14 answers "Completely Applied". At 
Maturity Level III, there is one answer, "In 
Application," and six answers, "Completely Applied", 
and at Maturity Level IV, there is one answer, 
“Comprehensively Applied". 

Based on the evaluation that has been carried out, 
the company received an evaluation score of 118 which 
means that the company is at Maturity Level IV for the 
Information Asset Management Area, where Maturity 
Level IV is the maximum maturity level. In addition, 
the company achieved a minimum score in reaching 
Maturity Level IV in the evaluation even though there 
were still questions with scores that were not 
maximized. 

 

 

F. Suplemen (Additional Category) 

Table 6 Supplement Category Assessment 

Status 

Supplement Total 

Third-

Party 

Cloud 

Service 

Personal 

Data 

 

Are not done - - - - 

In Planning 3 1 - 4 

In Application 21 4 12 37 

Completely Applied 3 5 4 12 

Total 27 10 16 53 

 

Out of a total of 27 questions in the Securing 
Involvement of Third-Party Service Provider 
subcategory, there are three questions with the response 
"In Planning," 21 questions with the response "In 
Implementation," and three questions with the response 
"Completely Implemented" in Table 6. The score that 
the company received in this subcategory is 2.00. 
Additionally, of the ten questions in the Cloud Service 
Security (Cloud Service) subcategory, 1 question has an 
answer of "In Planning," 4 questions have an answer of 
"Under Implementation," and five questions have an 
answer of "Completely Implemented." The score that 
the company received in this subcategory is 2.40. The 
Personal Data Protection subcategory has 16 questions, 
with 12 having "Under Application" and four having 
"Completely Implemented" as the response. The score 
that the company received in this subcategory is 2.25. 

G. Achievement Percentage 

Table 7 Percentage of Achievement in 5 Areas 

Score 
Area 

I 

Area 

II 

Area 

III 

Area 

IV 

Area 

V 

Score 124 66 156 159 118 

Max Score 126 72 159 168 120 

Percentage 
98,4

% 

91,7

% 

98,1

1% 
94,6% 

98,4

% 

 

In the evaluation of the five areas shown in Table 7, it 

can be seen that PT XYZ's achievement of the 

maximum achievement score in each area has reached 

<90%. 

 

 
 

Figure 5 PT XYZ Dashboard Evaluation 
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The dashboard shown in Figure 5 indicates that the 
Electronic System at the company falls under the 
Strategic category, indicating that Electronic System at 
the company plays a significant role in assisting the 
ongoing work process. Additionally, the company 
earned a 623 overall rating. With this score, the 
company is now in the positive zone. It is evident from 
the evaluation's findings that the company complied 
fully with the completeness requirements for 
maintaining ISO 27001:2013 certification. 

 

H. Recommendation 

Recommendations for improvement in maximizing 
the maturity level of Information Security management 
at the company in accordance with ISO 27001 version 
2013: 

Table 8 Recommendations Based on the ISO 27001:2013 

No Current State Recommendation 

ISO 

27001:2013 

Controls 

Information Security Governance 

1. 

Not yet defined 

in detail and 

complete 

requirements or 

security needs 

and solutions to 

existing 

problems. 

The company 

completes 

documents with 

requirements or 

security needs and 

resolution of 

problems with 

responsible 

parties. 

Clause 5.2 

Policy 

Clause 6.1 

Actions to 

address risks 

and 

opportunities. 

Clause 7 

Support 

A.5.1.1 Policies 

for information 

security 

A.18.1.1 

Identification of 

applicable 

legislation and 

contractual 

requirements 

Information Security Risk Management 

1. 

Still in the 

implementation 

stage to identify 

threats and 

weaknesses 

related to 

information 

assets. 

The company 

completes 

documents that 

identify threats 

and weaknesses 

related to 

information assets. 

Clause 6.1.2 

Information 

security risk 

evaluation 

A.8.2 

Information 

classification 

2. 

Still in the 

implementation 

stage to identify 

the impact of 

losses related to 

the loss or 

disruption of the 

main asset 

function. 

The company 

completes a 

document that 

defines the impact 

of losses related to 

the loss or 

disruption of the 

main asset 

function. 

Clause 6.1.2 

Information 

security risk 

evaluation 

A.8.1.3 

Acceptable use 

of assets 

3.  

Still in the 

implementation 

stage to carry 

out a structured 

Information 

Security risk 

Companies are 

used to 

implementing 

structured 

Information 

Security risk 

analysis or studies. 

Clause 6.1.2 

Information 

security risk 

evaluation 

A.18.2.1 

Independent 

review of 

No Current State Recommendation 

ISO 

27001:2013 

Controls 

analysis or 

study. 

information 

security 

4. 

Incomplete 

documents of 

risk mitigation 

and overcoming 

steps, which are 

arranged based 

on priority 

levels and 

completion 

targets and 

those in charge. 

The company 

completes a 

document of risk 

mitigation and 

overcoming steps, 

according to 

priorities, 

completion 

targets, and person 

in charge. 

Clause 6.1.3 

Information 

security risk 

evaluation 

A.6.1.1 

Information 

security roles 

and 

responsibilities 

A.8.3 Media 

handling 

A.16.1 

Management of 

information 

security 

incidents and 

improvements 

Information Security Framework 

1. 

Still in 

implementation 

to run a long-

term planning 

program to 

improve 

Information 

Security. 

The company sets 

a schedule and 

realizes long-term 

planning to 

improve 

Information 

Security. 

Clause 4.4 

Information 

security 

management 

system 

Clause 6.1.2 

Information 

security risk 

evaluation 

Clause 6.2 

Information 

security 

objectives and 

planning to 

achieve them 

Clause 9.1 

Monitoring, 

measurement, 

analysis, and 

evaluation 

Clause 10 

Improvement 

Information Asset Management 

1. 

Still in the stage 

of making a list 

of data or 

information that 

needs to be 

backed up. 

The company 

completes a list of 

data or 

information that 

needs to be backed 

up. 

A.12.3.1 

Information 

backup 

2. 

Still in the stage 

of making a list 

of records of 

Information 

Security 

implementation. 

The company 

completes a list of 

records of 

Information 

Security 

implementation. 

Clause 7.5.3 

Control of 

documented 

information 

A.12.1 

Operational 

procedures and 

responsibilities 

3. 

Still in the 

planning stage 

of making 

procedures for 

using 

information 

processing 

devices and 

securing access 

to third parties. 

The company 

makes procedures 

for the use of 

information 

processing devices 

for third parties 

and ensures access 

security for third 

parties. 

Clause 4.3 

Understanding 

the needs and 

expectations of 

interested 

parties. 

Clause 7.3 

Awareness 

A.9 Access 

control 
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No Current State Recommendation 

ISO 

27001:2013 

Controls 

A.13.2.4 

Confidentiality 

or nondisclosure 

agreements 

Information Technology and Security 

1. 

Still in 

implementation 

to ensure all 

systems and 

applications 

support and 

implement 

automatic 

password 

changes. 

The company 

ensures that its 

systems and 

applications can 

support the 

application and 

change of 

passwords 

automatically. 

A.9.4.3 

Password 

management 

system 

 

 

 Table 8 recommends improvement for the five 
KAMI Index components based on the evaluation's 
findings. The recommendations are made based on 
ISO 27001 version 2013 standard. Additionally, this 
recommendation is given to the company with the 
expectation that the company will implement the 
recommendation to maximize the Information 
Security Management System. 

 

V. CONCLUSION 

The following are conclusions from research at PT 

XYZ that evaluated information security using the 

KAMI Index: 

A. According to Evaluation Category I: Electronic 

Systems at PT XYZ, the company scored 41, 

placing it in the Strategic category.  

B. The evaluation of PT XYZ's efficiency in the five 

KAMI Index categories (Governance, Risk 

Management, Framework, Asset Management, 

and Technology) reveals that the company has a 

Good category maturity level, scoring 623 out of 

645. According to the results of the evaluation 

done using the KAMI Index in the area of 

information security governance, this area 

receives a maturity level III+, the area of 

information security risk management, maturity 

level V, the area of information security 

management framework, maturity level IV+, the 

area of information asset management, maturity 

level III, and the area of technology and 

information security, maturity level IV.  

 

 Results from the previous evaluations led to 

recommendations for improvement for each KAMI 

Index aspect. This will enable PT XYZ to implement 

suggestions to maximize information security at the 

company. 
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